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Siena College requires Multi Factor Authentication (MFA) to log in to several web-based applications. You will need
to download the Microsoft Authenticator App on your mobile device to authenticate your log in.

e MFA works to strengthen protection of both the College’s data and your personal data.

e The use of MFA on your personal mobile device does not provide any financial impost to staff nor does it
compromise your personal data, in fact, it works to protect your personal data.

e MFA will ask you to verify your log in only once each time you log into Office 365, Email, OneDrive, and Teams
on each of the devices you use (e.g. laptop, mobile phone, desktop). Other web-based applications including
Siena Central and SynWeb will have MFA added early next year.

e MFA will ask you to allow or deny access when you log in. If you receive a request to allow access but you are
not attempting to log in, please do not allow access as this means that someone else is trying to log in to one of
our platforms using your account. Please report any unauthorised log in attempts to IT Services and they will
advise whether you should change your password.

Please download the Microsoft Authenticator app from the App Store or Google Play

https://www.microsoft.com/en-au/security/mobile-authenticator-app
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About thisapp -

Use Microsoft Authenticator for easy, secure sign-ins for all your online accounts using mult-fact  p ,or
password autofill. You also have additional account management options for your Microsoft personal, work or school accounts
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Getting started with multi-factor authentication
Multi factor authentication (MFA) or two factor authentication (2FA) provides a second layer of security. When logging in with multi-
factor authentication, you'll enter your password, and then you'll be asked for an additional way to prove it's really you. Either approve.
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https://www.microsoft.com/en-au/security/mobile-authenticator-app

App Store Preview

This app is available only on the App Store for iPhone, iPad and Apple Vision Pro.
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